Vilas County Sheriff’s Office

FRAUD ALERT

January 11, 2011

With Income Tax season upon us, scammers are hard at it — trying to separate good people from their hard earned
money. The following email was recently forwarded to the Vilas County Sheriff’s Office, along with the attached
‘Refund Form.”

This type of fraud is an example of internet phishing: the practice of using fraudulent e-mails and copies of legitimate
websites to obtain financial data and personal identifying information from computer users for purposes of identity theft.

As official as the *‘Refund Form’ appears to be, it is fraudulent and has no connection to the US Internal Revenue
Service. Responding to the email will place you at risk for identity theft and financial loss.

If you receive this or a similar email, DO NOT RESPOND, and DO NOT PROVIDE ANY PERSONAL IDENTIFYING
INFORMATION or FINANCIAL INFORMATION.

If you have any questions about this or any other scam, or if you believe you are the victim of a fraud, contact the Vilas
County Sheriff’s Office at (715)479-4441 or (800)472-7290, or your local law enforcement agency.

————— Original Message-----

From: service@irs.gov [mailto:tax-refunds@irs.gov]
Sent: Monday, December 06, 2010 1:26 PM

To: undisclosed-recipients:

Subject: IRS Annual Notification (ID: A20WXXX)

After the last annual calculations of your fiscal activity we have determined that you
are eligible to receive a tax refund of $428.50. Please submit the tax refund request
and allow us 3-6 days in order to process it.

A refund can be delayed for a variety of reasons. For example submitting invalid records
or applying after the deadline.

Please submit the form attached to your email in order to finish your tax refund

Note: For security reasons, we will record your ip-address, the date and time.
Deliberate wrong inputs are criminally pursued and indicated.

Regards,
Internal Revenue Service

Copyright 2010, Internal Revenue Service U.S.A. All rights reserved.
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